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Current focus:
research and teaching in program analysis, automated
software testing, security, and quality assurance for mobile
applications (Android)
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RESEARCH BACKGROUND

= Automated test case generation, Design for testability
(with application in software recommendations systems)

= Analysis of software binaries, symbolic execution
(application in vulnerability detection and crash
reproduction)

= Analysis and testing of Android applications (application in
automated partitioning of Android apps for enhanced

security)




Software system System dependencies
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FOCAL METHODS UNDERTEST

Period Android ios Windows Phone BlackBerry OS Others |
2015Q2 82.8% 13.9% 2.6% 0.3% 0.4% I
2014Q2 84.8% 11.6% 2.5% 0.5% 0.7% |
2013Q2 79.8% 12.9% 3.4% 2.8% 1.2%
2012Q2 69.3% 16.6% 3.1% 4.9% 6.1%

Source: IDC, Aug 2015

ARM

includes simartphones, tabiets and ARM addressable laptops

Share 2014*

TAM 2014

Chips containing ARM processors shipped per year
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Android and ARM
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obile apps are designed for a portable devi
 limited resources;

stances of reactive non-terminating s
namic/adaptive user interfaces, an

“context-aware and react to changes in
environment and physical factors;

Apps are often hybrid -- presenting both mobile
and web content




vs. Web app

’ are alike with ‘activities’

_ Selecting an item Selecting an item
updates Fragment B ) starts Activity B

ith XML view h

onCreateView()

Activity A contains Activity A contains Activity B contains
Fragment A and Fragment B Fragment A Fragment B
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onResume() onPause()
onResume()

onStart()

onstop()

1= app manages it’s lifecycle

= complex input gestures (swipes, multi-touch)

onStart()

e c L—onﬁsslan()

oncreate( onDestroy()

a )

contextual input (location, acceleration, gyroscope, etc.)

InstrumentationTestCase

Monkey
Runner

'o'a above 40%.”

Android Instrumentation Frar 'k Ul Automator
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Android Testing Support 7
VERSION 2.0  Gimessnes R VERSION 1.0
Google-supported Cucurr um
automation fram
* basic JUnit, : Hybrid a
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* State-sensitivity and state explos

. INTRODUCTION

MU piogsims that i on sdvancsd kil do-
vices such as smartphones and tablets—are becoming in-
ereasingly prevalent. Unlike traditional enterprise software,

demanding conditions. As a result, mobile app developers,
testers, marketplace auditors, and ultimately end wsers can
benefit greatly from what-if analyses of mobile apps.
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observe an app reacting to events as it generates them, and.
Lets the user pause the system's event generation, manially
generate arbitrary events, and resume the system’s event
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Overview

he approach is black box, it works iteratively and fir
isteners dynamically

* Allows intermediate manual input

ic Execution of

e ey csatio of o s San ooou ot any tlns, eoi
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Keywords

UI testing; automated testing; mobile apps; Android
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verse Conditions

may arise from events that
notifications from the

prising
operating system duc Lo sensor status changes (. GPS
location change), operating & low
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THOR

Evaluation

i

ig est cases are redundant. Optimization: omit injecting
abstract state s after event e, if (n, s, €) already appears in the
cache (uses View Hierarchy)

THOS




Overview Evaluation

8 of the 22 critical bugs found by Thor are not crashes

' Provides fault classification and criticality (Element disappears;Not

persisted; User setting lost; Crash; Silent fail; Unexpected screen; etc.)

. Likif}/Privacy/Energy testing (not covered here O b

e Distributed testing (run on multitude of read devi

Interactions

WHAT'S NEXT?  WHATTOTEST AND HOW?
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Developer is not provided with tools or
models to manage the state configuration
during design time, while testing approaches
seek to explore the visible state and basic
system interactions

e-sensitivity and state explosion

Aggregate state is extremely large

App models are needed to reason
about these states
and
automatically generate test cases
to cover state combinations

o Temporal assertion language for event-based testing works

with Espresso/Robotium built on RxJava (express causality and
order)

//github.com/Simone3/Thesis by Simone Graziussi




Test Dinamici per Lifecycle - Valutazione Controlli Statici per Lifecycle - Valutazione

« Test per WordPress definito in Espresso
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Lifecycle testing: i Temporal assertion CTe—— —
automatic test case R generation: automated
generation; novel = assertion placement; .. N
J————r u:f:::;:zxﬁvﬂ automated collection of Thy eSO ES
dynamic testing of : I ] oracles for temporal -
Fragments assertions; automated -

test case generation e e —

Activity A contains




EESEARCH PROPOSAISS find me:

Layout/fragmentation issues:

* automated testing dynamic/
adaptive interfaces;

http://futurezoom.in
email: konstantin.rubinov@polimi.it

* automated generation of
layout oracles and
constraints: I

* optimal device selection for
dynamic interface testing




